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Abstract: In view of the problem that the functions of the current privacy protection data aggregation scheme were insuf-
ficient to meet the increasingly rich application requirements, a multi-function supported privacy protection data aggrega-
tion (MFPDA) scheme for V2G network was proposed. By using cryptographic algorithms such as BGN, BLS, and Sha-
mir’s secret sharing, as well as fog computing and consortium blockchain technology, multiple security functions like
fault tolerance, resistance to internal attacks, batch signature verification, no need for trusted third parties, and multiple
aggregation functions were integrated into one privacy protection data aggregation scheme. Security analysis shows that
the proposed scheme can protect data aggregation’s security, privacy and reliability. The performance evaluation shows
that the introduction of fog computing can significantly reduce the computing overhead of the control center, and the re-
duction rate can be as high as 66.6%; the improvement of the consortium blockchain can effectively reduce the commu-
nication and storage overhead of the system, and the reduction rate can reach 16.7% and 24.9% respectively.
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